Kak ¢ momouo nporpammvbl Wireshark zanucars IPTS notok nys anaausa v
BOCIIPOM3BECTH €ro ¢ ucnoJab3oBanueM npourpbisaressa Cola Soft Player
(c ucmoJab30BanueM annapataoi noypaep:;kku Chameleon).

1. 3anuch noToka ¢ 3aganuoro IP aapeca u mopra (SPTS nan MPTS).

Bbecruatayto nporpammy WireShark BbI MoXkeTe ckadaTh MO CCBUIKE:

https://www.wireshark.org/download.html

A) Banycture nporpammy Wireshark.
B) Bribepute “Capture” B nmanenu Menu u BeiOepute pasnen “Options”.

C) B oxne “Capture filter” Bequre IP agpec m nmopr kak Noka3aHO Ha CKPHUHILOTE HUXKE U
Ha)KMUTE KHOMKY Start.

Ilpumeuanue: B 3asucumocmu om eéepcuu npocpammul Wireshark enewnuii 6uo menio moscem
HeCKOIbKO OMAUYAMbCsL OM U300PANCEHHO20 HUdiCe.

T4l wireshark: Capture Options 10| x|
Capture
Interface: ILocai > | I Intel{R) 2579LM Gigabit Nebwork Connection; 1Device'gNPF7{335F-;l

IP address: fed0::dScd:e583:177c:9a94, 172,29.6.....1.10, 192.168.12.30, 192.168.0.8, 172,19.99.16

Link-layer header type: |El:hernel: - I Wireless Settings |

[v Capture packets in promiscuous mode

Rermote Settings |

[T Capture packets in pcap-ng Format Buffer sia! [1_ ﬂ e
[~ Limit each packet to 55535 :ﬁlbytes

Capture Fiter: | | host 239.0.0.21 and port 1234] = | compie 8pF |

Capture File(s) Display Options

File: I Browvsess | V¥ Update list of packets in real time

[ Use multiple files
m v Automatic scrolling in live capture
[ Mext file every I, jlnweg.ah‘;m('s'ﬁ ;I M a 2 R

[ Wextfile every Ii j Im rute(s) j ¥ Hide capture info dialog
I Ringbuffer with |: j files
[ stop capture sfter Ii j filelsy

Mame Resalution

¥ Enable MAC name resolution

Stop Capture ...

[ after | jp‘ftke“s’ [ Enable petwork name resolution
[ ... after II ﬂlru‘»%g-ab ) ;I

" Il ﬂlrmutem ;I ¥ Enable transport name resolution

Help I Start I Cancel

2. Coxpanenue 3anucangoro daiiia.

A) Illenkuute Ha nukorke ™ “Stop the running live capture”.



B) 3arem menkaute Ha MeHto “File”, mamee “Save as”, BeiOepure “Save as type” u coxpaHuTe
¢aitn xak “Wireshark/tcpdump/....-libpcap(*.pcap;*cap)”. B ums ¢aiina xenarenbHo Bkitouuth IP
aZipec W MOPT CTPUMHHIOBOTO TOTOKA. JTO OOJIErYMT HMCIOJIb30BaHHE 3TOro (pailia mpu AaibHEHIeM
npourpsiBannu ero nporpammoit Cola Soft Player ans npoBenenus ero aHanmusa (CMOTpH pasaen 3).

T weesnaricsaveme s x
Savein: | | NIDBDGXS x| = ®crE

i | | Date modified | ~| Type

g .. AZb KNA 2013-08-20 13:05  File folder

Recent Places

Desklop

Libranes

Computer
| | i
File name: I j Save
Save as lype: IWileeha{k.s"tcpdumpf... - ibpcap [*.poap;™.cap) ﬂ Cancel

hatk Atepdump/... - libpoap [ pe
‘Wireshark - nanosecond ibpeap [".peap”
Madified tepdump - ibpeap [".poap;” cap)
Nokia tepdump - lbpeap (" poap;” cap)
RedHat 6.1 tepdump - ibpeap [ pcap,”.cap)

— Packet Range

& &)l packets

" Gelected packet
" Marked packets
" First to Jast marked

" Rangs: 1

I" | Hemove lanored packets

SuSE B.3 tepdump - ibpeap (" poap.” cap)
Accelent Bviews capture [* Svw)

HF-L nettl trace (. TRCO* TRC1)
icrosoft NetMon 1.% [*.cap)

Microsoft NetMon 2.x [*.cap)

MNA& Sniffer [DOS) (" cap,” enc; tre;" fde," swc)
NA& Sniffer [Windaws) 1.1 [".cap)

MNA, Sniffer Pwindows] 2.00x [*.cap)
MNetwork Instruments Observer [ bfr]
Movell LAM alyzer [ 4r1]

Sun snoop [* shoop:” cap)

Visual Networks traffic capture [7.7)

K12 text file [*txt)
TamoSoft CommView [*.ncf]

3. IIpourpoiBanue 3anucanyoro noroxka nporpammoii Cola Soft Player.

becrutatnyto nporpammy Colasoft Packet Player Bb1 MmokeTe ckadathb 1Mo cChUIKE:

http://www.colasoft.com/download/products/download packet player.php

[IpourpeiBanue moToka, 3amucaHHoro mporpammoin Wireshark, »To ymoOHOe cpencTBo st
aHaJIn3a TpaHCOpTHHIX MOTOKOB VBR, CBR mnu 1pyrux THIOB MOTOKOB.

[Tpu ucnons3oBanuu nporpammsl “Cola Soft Packet Player”, 3anucanHbplii TOTOK TPOUTPHIBACTCS
B TOYHOM COOTBETCTBHUU C €r0 OpUTHHAIBHBIM (popmaTtoM. UTOOBI OBLIIO BO3MOXKHO MPOBOJIUTE AHATU3 C

WCIIOb30BAaHUEM TaKHX TIOTOKOB, NpourpeiBaeMbix mnporpammoii Cola Soft Player, nHeobxommmo
BBITIOTHUTH HECKOJIBKO JICUCTBUIN KaK OMUCAHO Jaliee:



A) Ortkpoiite 3ammcannubiii nporpammoit Wireshark IPTS mortok m coxpanumre ero B Qopmare
(Save as) “Microsoft Netmon 2.x(*cap)” (3T0 HE0OOXOUMO, €CIIH BbI Cpa3y HE COXPAHWIU 3aMHCh B 3TOM
dbopmare).

File name: | =l Save I

L

Save as lype: Wireshatk tepdump/... - ibpeap (" peap.”.cap) :] Cancel |
Wireshark/tcpdump,’.... - ibpeap [*.poap;”. cap)
‘Wireshark - nanosecond libpeap [* peap;”.cap) Help |

Modified tcpdump - ibpeap (* poap;”.cap)

Nokia tepdump - libpcap (. poap:”.cap)

FiedHat 6.1 tepdump - libpeap (*. peap:” cap)

_ SuSE 6.3 tepdump - ibpeap [ peap:”.cap)
il i Accellent SViews capture [7 Svw)

| HP U nettl ace * TRCO:ATRCT)
Micrazaft NetMon ap
i Microsolt Neis )
" Selected packet Né& Sniffer [DOS) [*.cap.” enc:” re." fdc;™ suc)
(e o M& Sniffer fw/indows) 1.1 (*.cap)
ilated ks NA Sniffer (Windows) 2.00k [* cap]
€ Fist tolsst marked Metwork Instruments Dbserver [* bfr)
‘s . I Novell LAM alyzer [".t1)
L Sun snoop [".snoop.”. cap)
I™ Femove lanored packets Visual Networks traffic captue %]
K12 test file [* 14)
T amoSoft Commiview [*nef] i

B) 3anycture nporpammy Cola Soft Player mist mpourpsiBaHus 3aMcaHHOTO MOTOKA. [y 3T0OT0
BeiOepute amantep (Ethernet interface) m menkaute Ha kHOomke Add, BeiOepuTe (aiin, KOTOpPHINA BBI
cobupaerech mpourpath [Microsoft Network Monitor 2.x(*.cap)] u HaxmTHe Ha kHONIKy Open (cMoTpHTe
CKPHUHIIIOT HIKE).

$20pen x|
Look in: l- Desktop ;] Q2 @&

@ c$ (a2b-olical3)
[# TS (a2b-nas0z) 2
ZhKUNDER - Shorteut 1
. Klane:x
. Wiasat MyM Pro
. Jonas MYM + MyM Pro
4 Chameleon
[#] 15 Folder
. Diw backup filer
. EStreamInspector
 Mina dokument
. Milan

.. Sydantenn

L VITFZ? and
4| | 1|

File name: |VBR 233_0_0_21 from 78_an = Open |

Files of type: IM'n:lo-soﬂ Metwork Moritor 2.% [*.cap) d Cancel

¥x Colasoft Packet Player 1 ﬂ
~Select
Adapter: | Intel(R) 52579LM Gigabit Network Connection ﬂ I
Backet File: |C:'J,Users';olle.AZB'l,Desl¢up'l,VBR 239_0_0_21 from 78_an.cap =] Add I

o o

C) B cnyuae nmomauu mpourpeIBaeMoro mnotoka Ha moayias Chameleon, moakItounTe BHIOPAHHBIHA
Ethernet nopt PC k ctpumunroBomy mopty mosyist Chameleon.



Ecmu 3amucannbnii IPTS moTok sBIsieTcs FOHMKACTOBBIM, TO CTPUMHUHIOBBIA HWHTEpdeEiic B
Chameleon nomxeH uMeTh Te ke ycraHoBkM IP anpeca, kakue ykasanbl B mose “Dst IP address”,
KOTOPBII 0TOOpakaeTcs MPH OTKPBITHU 3aIIMCAHHOTO MOTOKA B porpamme Wireshark.

Jlns mpumepa IOKa3aHHOTO HMKE, CTPUMHUHIOBBIM HHTepdelic Chameleon nomkeH uMeTh
CJIEAYIOUINE YCTaHOBKH:

IP: 10.10.100.200
Netmask:255.255.255.0
Gateway: 10.10.0.1

bytes captured (10864 bits)

16F), Dst: Dell_61:76:14 (90:bl:lc:61:76:14)
(10.10.100.5), Dst: 10.10.100.200 (10.10.100.200)_
J, Dst Port: search-agent (1234)

Buumanne! CerteBoii uHTepdeiic B KOMNbIOTEpe, KOTOPbId TpPaHCAHPYET TaKoil
IOHUKACTOBBIN MOTOK, J0JI’KeH HMeTh aHAJTOTrH4HbIe YcTaHOBKH Netmask u Gateway, Ho apyroii IP
ajapec B nojacetu, Hanpumep, 10.10.100.199 s 1anHoOr0 Npumepa.

IP Bxox B momyme Chameleon 1obKeH MMETh YCTaHOBKY IMOPTa TAKyHO XKe, KaK B 3alIMCAHHOM
noToke - 1234 nyist naHHorO NpUMepa.

B cnyuae TpaHCIAIMM MYJIBTHKACTOBBIX IIOTOKOB, YCTaHOBKM CTPUMHHIOBOTO HHTepderica
monynsi Chameleon moryt umers no0ble npyrue 3Hauenus [P anpeca, Netmask u Gateway. IIpumep
MYJIbTUKACTOBOT'O MOTOKA!

wtes captured (10864 bits)

1c:20), Dst: IPwdmcast_01:01:01 (01:00:52:01:01:01)
2.10.100.27, Dst: 224.1.1.1 (224.1.1.1)

Dst Port: boomerang (1304)

MynbTukacroBsiii aapec: 224.1.1.1 nopt 1304.

IIpumeuanue! YOeaurech 4T0 Ball KOMIBIOTEP HMeeT I'Mra0MTHYI0 ceTeByl0 Iuiaty. B
NPOTHBHOM cjIy4ae /s coeauHeHuss ¢ wmoayiaem Chameleon Heo0XoAMMO HMCHOJIB30BATH
JAOMOJIHUTEIbHBIA KOMMYyTaTOP ¢ moptamu 10/100/1000 MonT/c.

Cozpnaiite IP Bxon B moayne Chameleon u Beibepute Tun Bxona “VBR “ unu “CBR automatic” B
3aBUCHUMOCTH OT TOI'0 Kakoi (hopMaTt uMes 3anuCcaHHbIi MOTOK.

D) Coznaiite Boixon B Moaysie Chameleon - [P, COFDM, QAM wunu aHaJIOTOBBIN, B 3aBUCHUMOCTH
OT TOrO, B KakoM (hopmare BBl COOMpaeTech TECTHPOBATH (AHATU3WPOBATH) 3AMMCAHHBIN TOTOK. Jljis
TECTUPOBAHUS MU(PPOBBIX BBIXOJIOB PEKOMEHIYETCSl MCIOJIB30BaTh PEKUM TOIKIIOUYCHHS “‘transparent”,
TaK KaK OH o0ecreunBaeT 0ojiee TOYHOE COXpaHEeHUe opMaTa MoToKa.

E) Bsr moxere ucnonb3oBats s TectupoBanus STB (s QAM u COFDM curnanoB) uinu st
aHAJIOTOBBIX CHUTHAJIOB IIPOCTO MPOCMATPUBAaTh WX Ha TENEBU30pe 4YTOOBI YBHIETh AE(PEKThl —
MTUKCENIN3AIUIO, IOJATOPMAKUBAHUE U T.II.

Ecnu HeoOxoaumo npoBeputs Hamuuue PCR npoGiem wnu npoaHanusupoBaTh coctaB VBR umun
CBR moToka HEOO0XOIMMO HCIIOIL30BaTh IporpamMmy-aHanuzaTop, Hampumep, Dektec/StreamXpert.



Amnanu3 Hy>KHO TpoBoIUTH Ha [P BeIxoze TecroBoro moayist Chameleon. Heo6xomumo yoeauTsest 9To Ha
IP Boixoze Chameleon BkitoueH pexxum “strip null packets”.

IIpumeuanue! B HekOTOPBIX ClIyyassX MO:KeT MOTPeGOBATHCS HAJIUYME IBYX CeTeBBbIX IJIAT
Ha TecToBOM PC. JT0 3aBUCHT OT YCTAHOBOK, OMTpeiiTa U T.1.

Ectb Heckonpko onuuoHalbHbIX ycTaHOBOK B Cola Soft Player xoTopble Hy>)KHO IpHUHUMATh BO
BHHUMAaHHUe:

a) Burst mode. Dta ycraHoBKa HOpMaJbHO JT0JbKHA OBITH disabled.

b) Loop sending (IloBTOpHBIE NMPOUTPHIBAaHUA) DTa YCTAHOBKA MOXKET OBITH MOJIE3HA YTOOBI
3a7aTh KOJMYECTBO MOBTOPOB 3aMHCAHHOTO MOTOKA. OCOOEHHO MOJIE3HO MCIIOJIB30BAHUE 3TOTO PEXHUMa
IUISL aHAJIM3a KOPOTKHX 3amuceil. [lay3a Mex 1y MOBTOPHBIMH MPOUTPHIBAHUH 110 YMOTYAHHIO COCTABIISIET
1000 ms. IIpu HEOOXOAMMOCTH 3TO 3HAYEHHE MOKHO U3MEHUTD.

Ipumeuyanue! Ilpu npourpbiBaHuM, TPH NepexoJax HAa MOBTOP  BO3MOKHBI
KpPaTKOBpeMeHHbIe 3aMUPAHUsI KADTHUHKH, 3TO HOPMAJIbHO.

c) Ignore any file error (urHopupoBatrh omuOkM B (aiijie) O YMOTUAHUIO 3Ta OMIUA
BKJIFOUEHA, HO €€ MOXKHO OTKJIFOUHUTH JJIs1 00JI€€ TOUHOTO OTCIICKUBAHNUS OIINOOK.

¥x Colasoft Packet Player x|
~ Select
Adapter: | Intel{R) 82579LM Gigabit Network Connection j |
Packet File: C\Users\olle, A2B\DesktopiVER 239_0_0_21 from 78_an.cap =] Add

— Options

[~ Burst Mode {no delay between packets)

¥ Loop Sending: 10 _;_' loops {zero for infinite loop)
Delay Between Loops: | 1000 —+} miliseconds

I Ianore any file error




